Progress on the Projects (in June 2021)

» 66 ISPs have participated in the projects.

» A survey on about 112 million IP addresses of the ISPs was conducted.

> NOTICE: 1,823 devices were detected and ISPs have been notified.

> NICTER: 209(daily avg.) devices were detected and ISPs have been notified.

Results of the NICTER-Alert Project*

Results of the “NOTICE" Project

Number of IP addresses which were successfully Number of IP addresses which seem to be infected

* Project to alert users of IoT devices infected with malware

logged-in to with weak password settings and

were subject to user alert with malware and were subject to user alert

1,823 (in May: 1,817) 209 (daily avg.) (in May: 181)
Ref) Total number from FY2019: 20,550 Ref) Oyerall period: 205 daily avg.
Devices in which password could be entered: 96 thousand Min: 40 (Feb. 10 2021) / Max: 3,227 (Aug. 24, 2020)

Specific increase due to frequent changes
in the IP address of some devices

= X az Q
Increasing factors: 19922002 1qsq &5 ?OO { / I \
Enhancement of survey programs and 1852 185715171623 D & 800 o ' ' . \J/ P
expansion of survey target addresses f— 105381561 i g§ 200 Mirai variant were transiently activated
Decreasing factor: Addition of ‘ ‘ 6 %f .
User takes measures in response to passwords a g g 600
alert by ISP to be surveyed s§ 500 “
1 n n
69 3 2 400 :
Enhancement of survey programs 2 300 R 1
/221 282 275 26 304 307 310 pg7 293 338 309 319 200
100 »
e | | | | | | [REEEE

Apr Jun Aug Oct Dec Feb May Jul Sep Nov Jan Mar May Jun Aug Oct Dec Feb Apr Jun Aug Oct Dec Feb Apr Jun
2019 2020 (The survey was canceled in Apr 2020) 2021 2019 2020 2021



